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ZLM Architecture #Documentation site (Backups)
ZCC #ZENworks Configuration Center:

#Web GUI: http(s)://zlm
Data Store #PostgreSQL (or Oracle), scheduler data, 

#Package descr & invent.(only on Primary)
#Use a DB cluster for HA or see   link  

Object Store #eDirectory (Install a Secondary for HA)
Package repository #/var/opt/novell/zenworks/pkg-repo

#Copy to sec by rsync (unsupported) or by 
#ZCC, Configuration,Schedule (supported)

Services #e.g. PXE-boot, TFTP, ...
Catalog #Repo with optional RPM(s) in bundles
Bundle #Repo with RPM(s), mandatary option

Used ports #Agent: out: 443, in: 2544 (tickle port),
#(vnc 5950,5951)
#Srv listen: 80,443,1229,2544,5506,8089
#edir: 524, 10389, 10636, 427, 8008, 8010
#db (5432 postgress); (ntp 123), ssh 22
#pxe 111,998,13331,dhcp 67,68,4011,tftp 69

Managed devices #Max. e.g. 1,000 devices per server
#SLES9 SP3  #x86, x86-64
#OES v1 SP2 #x86 (ZLM server 6.6.2 only!)
#NLD9 SP3 #x86, x86-64
#RHEL/AS v3 and 4, 5 #x86, x86-64, RHEL5 32 bit in 7.2 IR1
#SLES10/SLED10 #x86, x86-64; SP1 since ZLM 7.2 IR1;

#PPC & IPF & zSeries: packaging only
./zlm-install -a -x -r file #Install zlm agent, first time (see --help)
rug sl #Show service list
rug bl #Show bundle list
rug sd https://zlm-srv #Unregister a device (service-delete)

Patch the ZLM software #Send mail to: zen.feedback@novell.com 
#Read the automated reply

zlm-config --restart #Restart services after patching, e.g. 
#via bundle post script

rug restart --force #Restart agent after patching (post script)

ZLM server #Former Red Carpet Enterprise
/etc/init.d/novell<tab><tab> #Checkout back end daemons ( status)

/etc/init.d/ndsd status #eDirectory
http(s)://zlm #Start GUI. Change timeout from 30 to:
vi /var/opt/novell/zenworks/www/tomcat/base/webapps/zenworks/WEB-INF/config.xml
  <setting id="timeout">300</setting> #Run /etc/init.d/novell-zenserver restart
zlm<tab><tab> #Show Admin commands
zlman --help #CLI Admin interface, man zlman, e.g.:

Create Distro Catalogs #Import all DVD dir.: i586, i686, noarch,...
zlman bap  /path/bundle-name  os-target  *.rpm
vi .zlmanrc #Add zlman user credentials in ~
   -U Administrator -P n0v3ll

ZLM Mirroring #Advanced example:
yup2zlm #Supported cmds in unsupported script:
http://www.novell.com/coolsolutions/appnote/19124.html 
http://software.opensuse.org/download/home:/mge1512/SLE_10/noarch/ 

#Mirror from NU, RedHat Network, ZLM, YOU, YUM, Dell UP:
zlmmirror conf-generate cnf.xml #Create template file for mirroring setup
zlmmirror server-list-catalogs #Check remote catalogs slc or bundles slb 
zlmmirror mirror [-c file.xml] #Test: --dryrun --verbose or -n
zlmmirror mirror [-c file.xml] #Default is zlmmirror.xml
echo mypassword | recode ../b64 #Encrypt password for the xml file, e.g.:
vi /etc/opt/novell/zenworks/zlmmirror.xml
   <ZLMMirrorConf>
   <Session>
      <RemoteServer>
         <Base>https://nu.novell.com/repo</Base>
         <Proxy></Proxy>
         <Type>rce</Type>
         <SystemID></SystemID>
         <User>ceb85616-c142-xxxx-a8dd-933748a30e1b</User>
         <Password>e2d135cb-f743-xxxx-bbd4-39732fa44b52</Password>
      </RemoteServer>
      <LocalServer>
         <Base></Base>
         <Type>zlm</Type>
         <User>Administrator</User>
         <Password>bXlwYXNzd29yZAo=</Password>
      </LocalServer>
      <CatalogConf>
         <Name>nld-9-i586-sp2</Name>
         <LocalName>nld-9-i586-sp2</LocalName>
         <Folder></Folder>
         <Target>nld-9-i586</Target>
         <ExcludeTarget></ExcludeTarget>
         <Bundle></Bundle>
         <ExcludeBundle></ExcludeBundle>
         <Package>lib.*</Package>
         <ExcludePackage></ExcludePackage>
      </CatalogConf>
   </Session>
   </ZLMMirrorConf>
#Four (4) zlmmirror.xml fields:
#Base Path to the server you want to mirror, e.g.:

ZLM: https://server
RCE: https://server/path
YAST: http(s)://server/path or ftp://server/path
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RHN: Leave empty
STATIC: from /path/directory

#Type Type of server you want to mirror.
ZLM: ZENworks 7 Linux Management
RCE: Red Carpet Enterprise, or ZENworks 6.x Linux Management
YAST: YAST Online Updates
RHN: Red Hat Network
STATIC: Download to directory. Base = destination path

#User Name to use when connecting to the remote server. 
ZLM: /etc/zmd/deviceid (/etc/opt/novell/zenworks/zmd/deviceid)
or goto http://novell.com/center, zoom into a system (twice), 
View Product Detail link, Mirror Credentials link (also for yup)
RCE: /etc/ximian/mcookie
YAST: /etc/sysconfig/onlineupdate
RHN server: leave empty, also leave <Base> empty.
(Use: <SystemID>/etc/sysconfig/rhn/systemid</SystemID>)

#Password Password to use when connecting to the remote server. 
ZLM: /etc/zmd/secret (/etc/opt/novell/zenworks/zmd/secret)
RCE: /etc/ximian/partnernet
YAST: /etc/sysconfig/onlineupdate
RHN server: leave this element empty.

Checking & troubleshooting #Check status and event view logs:
/opt/novell/zenworks/bin/zlm-config  --status
cd /var/opt/novell/log/zenworks #Goto logdir (shortens command line)
tail -f *.log \

preboot/novell-pbserv.log \
preboot/novell-zislnx.log  \
preboot/novell-zmgprebootpolicy.log \
/var/log/messages

rpm -qa --last #Show last installed rpm's
Automated SUSE Deployment #See also Quick Reference 17
Use ZLM for: #PXE boot for Autoyast (not CD boot)

#PXE boot for Kickstart (not CD boot)
#CD or PXE boot for imaging
#Distribute (updated) rpm's

Manage device #Automated, CLI, or GUI
/etc/init.d/novell-zmd status #Check man. daemon. (rug back end)
zen-updater #Start rug GUI
rug #Show rug CLI (or man rug)
#Some basic rug commands are: #See also man rug and rug help
rug ca #Show available and subscribed catalogs
rug bl #List available and installed bundles
rug pa #List packages in subscribed channels
rug sum #Show available updates summary
rug lu #List available update packages
rug up #Download and update packages
rug file-list (fl) ...        #List files within a package
rug info (if) ...             #Show detailed info about a package
rug install (in) ...         #Install single packages with dependencies
rug package-file (pf) ...  #Get package which contains file
rug remove (re, rm, erase) ...  #Remove packages
rug search (se) ...        #Search for a package
rug in samba #ZLM alternative for yast -i samba
rug wp samba #Result of what-provides:
S | Channel     | Package | Version      | samba Version

--+-------------+---------+--------------+--
  | OEs-base    | samba   | 3.0.9-2.6    | 3.0.9-2.6
i | sles-9-i586 | samba   | 3.0.4-1.34.3 | 3.0.4-1.34.3  (Currently installed)
  | sles-9-i586 | samba   | 3.0.14a-0.4  | 3.0.14a-0.4
rpm -qa | grep samba #Currently installed?
rug ro 2005-09-30 04:50:00 #Rollback. Next option must be enabled:
rug set-prefs rollback True #Run rug get-prefs to show settings
vi /etc/zmd/zmd.conf #Configure daemon. See man rug

ZLM imaging boot CD #Or use <Ctrl-Alt> during PXE boot
#Create CD from /opt/novell/zenworks/zdm/imaging/winutils/bootcd.iso
#(Edit and) optionally add /settings.txt to the multisession CD and Finish it.
#CD cannot fire autoyast/kickstart preboot bundle, but life pxe boot can.
img #Start imaging menu system (from CD)
img help #Display descriptions of modes
img help m #Display make image options
img help r #Display restore image options
img auto #Start zlm server's default imaging option
img dump #Display local partition nrs
img makel4 /path/file.zmg #Make image on local primary part.nr 4,

#(from all partitions except 4) 
img makel /path/file.zmg #All partitions to local ZENworks part.
img makel /path/file.zmg x2 x3 #All partitions except part. nr 2 and 3
img makep 10.1.1.1 //srv/path/file #Make img to proxy server 10.1.1.1
img restorel4 /path/file.zmg #Restore image from local pri. part.nr 4,

#(removes all existing partitions, except 4)
img restorel /path/file.zmg #Restore from local ZENworks part.
img restorep 10.1.1.1 //srv/path/file#Restore img from proxy server 10.1.1.1
#Multicast sessions: #No srv required, only PXE or CD boot:
img session name [master]¦[client] [clients=count] [t=minutes]
img session mcast #On every host. Master: m, Go: g
#Create partitions: #See: img dump for partition slots
img pc5 reiser 5672 #Partition create slot 5 reiser 5,672MB
img pd3 #Partition delete from slot 3
img pa4 #Partition activate slot 4
img info #Show image-safe area and hardware info
img info zisd #Show last base image as well 
#Enable PreBoot (PXE) Services #Enable DHCP, novell-proxydhcp, ...-tftp,
/etc/init.d/novell-proxydhcp start #and novell-pbserv
chkconfig --level 35 novell-proxydhcp on

Old stuff #See TID3998128 for Linux reg.&upd. url's
TID 3239368 #Show the need for adding install. source
TID 3339684 #Add SLE10 installation sources into ZLM

Patch OES version 1 #Do not use rug up or rug in for OES 1
#Use ZLM 6.6.2 (see link) or rug pin:

rug sa https://update.novell.com/data 
rug act <activationcode>  <email-address>
rug sub oes #Does not contain eDirectory patches
rug refresh #Refresh all subscribed channels
rug pin --entire-channel oes  #Download & install all patches you need
#If you installed a new NCP patch, you do a /etc/init.d/ncp2nss restart 
#to make sure you can see all the NSS volumes via the NCP protocol
#If you installed a new kernel, reboot at your earliest convenience.
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